14. See Karo, 468 U.S. at 707 n.1, 708-10; Knotts, 460 U.S. at 277-79. 15. Karo, 468 U.S. at 711-13; Knotts, 460 U.S. at 285. But see Karo, 468 U.S. at 714-18 (holding that monitoring a beeper when it was present inside a home constituted a "search").
16 945 . The police actually obtained a warrant to attach and monitor the GPS device, but they failed to comply with its terms. See Jones, 132 S. Ct. at 964 n.11 (Alito, J., concurring in the judgment). In the appellate litigation, the Government conceded the noncompliance and argued that no "search" had occurred. Id. at 948 & n.1 (majority opinion).
20. Compare Maynard, 615 F.3d at 568 (concluding that the Fourth Amendment applied to lengthy, continuous GPS surveillance of public movements), with United States v. Marquez, 605 F.3d 604, 609-10 (8th Cir. 2010) (concluding that no reasonable expectation of privacy existed in movements made on public streets, including when monitored by GPS surveillance), and United States v. Garcia, 474 F.3d 994, 998 (7th Cir. 2007) (same, at least when "mass surveillance" was not involved).
petition for certiorari, which was granted on June 27, 2011. 21 This action caught the attention of scholars and commentators, and the briefing in the case attracted significant amicus curiae participation, reflecting the conventional wisdom of the case's importance. 22 The oral argument in Jones-which took place on November 8, 2011-confirmed that the Justices themselves also recognized the importance of the case and the difficult doctrinal issues it presented. 23 On the one hand, the Justices expressed clear skepticism about the Government's position, which seemingly amounted to the Orwellian proposition that law enforcement can track all the public movements of every American at all times without any limitations. 24 On the other hand, the Justices equally struggled to figure out how they could fit open movements on public roads back inside the doctrinal box of reasonable expectations of privacy. 25 Afterward, the most likely solution seemed to be that the Court would split the difference-a modest win for the Government or for the defendant, 24. See, e.g., id. at 9-10, 21-23; id. at 10 ("CHIEF JUSTICE ROBERTS: So, your answer is yes, you could tomorrow decide that you put a GPS device on every one of our cars, follow us for a month; no problem under the Constitution?"); id. at 13 ("JUSTICE BREYER: . . . . And no one, or at least very rarely, sends human beings to follow people 24 hours a day. That occasionally happens. But with the machines, you can. So, if you win, you suddenly produce what sounds like 1984 from their brief.").
25. See, e.g., id. at 10-11, 35-45; id. at 21 ("CHIEF JUSTICE ROBERTS: . . . I give you that, that it's in public. Does the reasonable expectation of privacy trump that fact? In other words, if we ask people, do you think . . . it violates your right to privacy to have this kind of information acquired, and everybody says yes, is it a response that, no, that takes place in public, or is it simply the reasonable expectation of privacy regardless of the fact that it takes place in public?").
within a doctrinal constraint defining some outer boundary to either lengthy GPS surveillance or limited privacy expectations in public movements, respectively. 26 But even that outcome probably would have required at least some modification of preexisting doctrinal principles, and the oral argument showed that the Court had no clear ideas about how to accomplish that step without opening any number of Pandora's boxes or risking a variety of slippery slopes. 27 For that reason, most observers expected the Court to take months to decide the case. 28 I told both my fall and spring sections of Criminal Procedure that I anticipated a decision late in the Term, possibly even after the spring semester final exam in early May. As recently as the Friday before the Court's decision was announced on Monday, January 23, 2012, 29 I confidently predicted to a colleague that the only way the decision would come down anytime soon was if the Court punted on resolving all of the difficult and interesting problems. Which is, of course, exactly what the Court did.
Nevertheless, this does not mean there is nothing interesting in the Jones decision, or that it provides no insight into how the Court is likely to approach the difficult issues when they recur in a future case. Yes, the Court did kick the can down the road and put off facing the most challenging aspects to another day. But this is hardly the first time the Justices have done that. 30 Fortunately, the opinions in Jones do provide some answers even as they leave open other questions. 
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III. The Answers
Frustrating as it can be for scholars, lower court judges, and law students when the Court issues a narrow holding with sweeping dicta, the opinions in Jones in fact reveal a number of embedded nuances that are surprisingly interesting, and perhaps even helpful. In analyzing Jones and assessing its implications for the future, it is important not to lose sight of the answers the decision actually does offer.
A. The Court (Slightly) Modified the Doctrinal Definition of a "Search."
Oddly enough, this aspect of the Jones decision is simultaneously the most interesting and the least important. It is the most interesting because it marked the first change in this particular subset of search doctrine in fortyfive years. But it is the least important because the narrowness of the addition to search doctrine gave it minimal practical scope.
It has long been Fourth Amendment orthodoxy, grounded in the Constitution's text, that the Amendment does not prohibit unreasonable law enforcement investigative activity of all kinds. 31 Rather, it governs only those police activities that qualify as "searches" or "seizures" 32 -just as the First Amendment only protects "speech" and the Eighth Amendment only proscribes cruel and unusual "punishments." 33 For much of its interpretive history, the doctrinal definition of "search" relied upon principles of the law of property-a "search" involved a physical intrusion into a person's property rights. 34 In the famous 1967 Katz decision, the Court abrogated the doctrine's reliance on property law and adopted a new definition based in principles of privacy-a "search" involved an intrusion into a person's 40 But the opinion of the Court in Jones, with the support of five Justices, did not use the preexisting Katz definition as the basis for its holding. 41 Instead, the Court added a new component to its doctrinal definition of a Fourth Amendment "search": an activity involving (1) an enumerated protected category from the text of the Amendment, (2) a physical intrusion, and (3) a purpose to obtain information. 42 The Court repeatedly emphasized that this new definitional component is a supplement to Katz, not a replacement for it. 43 Thus, police investigative activities that qualify as a "search" under Katz continue to be governed by the Fourth Amendment after Jones. The additional doctrinal component under Jones reaches situations where the defendant otherwise would lose under the Katz definition.
First, the Jones addition is limited to the enumerated protected categories in the Fourth Amendment: "persons, houses, papers, and effects." 44 The Jones Court quickly noted that an automobile was indisputably an "effect" for Fourth Amendment purposes, and consequently did not elaborate on the potential outer contours of the scope of these four terms. 45 Many police investigations in a high-tech society, though, will implicate attempts to gather evidence from inside individual's homes ("houses"), as well as from their computers, smartphones, and other electronic devices ("papers" or "effects" or both)-and possibly, as technology advances, even remotely investigating the body itself ("persons"). 46 Consequently, Jones will reach as far as these enumerated protected categories are expanded or contracted by the Court.
Second, the Jones addition requires a physical trespass into or upon the relevant protected category on the facts of each case. 47 The Court acknowledged that this marked a return to the pre-Katz version of Fourth Amendment protection, but grounded its justification in an originalist argument that physical trespasses upon persons, houses, papers, and effects were inherent in the scope of Fourth Amendment protections at the time of the Founding. 48 In particular, the Court emphasized that the Jones addition was necessary to preserve the scope of rights originally guaranteed by the Amendment. 49 Otherwise, the Katz definition would create the potential for reducing rights against physical intrusions even as it offers expanded protection against non-physical investigations. 50 Thus, whatever might be the scope of Katz's protection against various forms of electronic surveillance and technological snooping, the Court maintained that Jones would ensure that the police will not "usurp" a person's own property and exploit it "for the purpose of conducting surveillance on him. Third, the trespass into an enumerated category must have been investigatory in nature. 52 At one point the Court described this requirement as a trespass "for the purpose of obtaining information"; 53 in another passage, the Court called it "an attempt to find something or to obtain information." 54 Regardless of the exact wording, the key point is that mere trespass alone is not a "search" under the Fourth Amendment; the existence of a tort-law or property-law trespass must be accompanied by some governmental exploitation of the intrusion to seek to uncover evidence or discover facts. 55 Likewise, the police need not have succeeded in finding what they sought; it is enough that the trespass was carried out with an investigatory purpose. On the other hand, the practical impact of the Jones addition is likely to be minimal. By its terms, the Jones definition only restricts physical investigatory invasions. 58 Even if the principle subsequently is extended to more metaphorical invasions-such as installation of spyware into the operating software on a computer or smartphone-the reality remains that a great deal of the most helpful investigatory techniques in the digital age can be accomplished without ever making contact, either physical or electronic, with the person or property under investigation. For example, red-light cameras on streets and security cameras on buildings are purely external, and real-time continuous aerial observation is probably closer to feasible availability than most Americans realize. 59 Functionally, these technologies could provide exactly the same movement-pattern data as the GPS device did in Jones, but without any physical trespass of the automobile-as the Jones Court itself admitted. 60 Similarly, the third-party doctrine likely abrogates the need for technological intrusions into physical property or personal Internet accounts to obtain many types of information being sought by police. 61 Just like the phone numbers dialed or bank transactions undertaken in an earlier era, 62 online activities or content hidden from the public at large are nevertheless revealed to third-party service providers. Consequently, for example, the police would have no need to examine the physical smartphone itself when they could readily acquire the identical backup contacts list maintained by Android's Gmail or Apple's iCloud synergies. Likewise, investigators could bypass any need to hack a Facebook or Photobucket account's personal password by obtaining access to the hosted content directly from the website operators.
In an age when law enforcement can conduct an investigation of incredible breadth and depth without any trespassory intrusions, the practical value of the limited Jones addition is likely to be small. Scalia's Kyllo opinion engaged in an originalist inquiry into the scope of common law rights of privacy in the home at the time of the Fourth Amendment's adoption. 72 Concluding that investigating information about the interior of a home would have required a search warrant at common law, Justice Scalia then applied that principle to hold that the police could not simply deploy the use of advanced technology to evade those longstanding common law protections and obtain the same information without first getting a warrant. 73 Only if the sensory-enhancement device was in general public use-such that privacy could not be reasonably expected against its use (by anyone, whether police officer or private citizen) due to its pervasiveness-would the technological intrusion into the home not constitute a "search" for Fourth Amendment purposes. 74 The four-Justice dissent, written by Justice Stevens, rejected this originalist approach to Katz and concluded that the defendant could not reasonably expect that the waste heat generated by his home would not be technologically observed. 75 After Kyllo was handed down, the decision's ramifications for future investigations and suppression-motion litigation were unclear. Some commentators suggested that Justice Scalia's originalist analysis only provided idiosyncratically strong protection for homes, and that thermal imagers and other sensory-enhancement devices would not qualify as "searches" when used to observe less-protected areas that Kyllo's principal rationale was to constrain the authority of the police to deploy non-public technologies in preliminary investigations, prior to building evidence to support a finding of probable cause. 78 This perspective was grounded in earlier decisions such as those involving aerial flyovers and physical manipulation of bus passengers' luggage, which relied on the proposition that society's reasonable expectations of privacy depend on ordinarily occurring behavior in everyday life, rather than what actions are hypothetically possible for another person to take. 79 The conventional wisdom, though, held that the important part of Kyllo was its analysis of how to treat advanced sensory-enhancing technologies for purposes of the Fourth Amendment "search" definition, rather than its originalist methodology in assessing the scope of Fourth Amendment rights.
80
Yet in Jones, Justice Scalia once again persuaded a majority of the Court to join an originalist analysis of how the Fourth Amendment should apply to advanced technology. 81 Concluding that the application of the Katz reasonable expectation of privacy test was too complicated and indeterminate when applied to GPS surveillance, 82 Justice Scalia's majority opinion again turned to the basic foundational principles of common law search authority at the time of the Founding. 83 Just as the Kyllo opinion found that investigating the interior of a home would have required a warrant at common law, 84 so too the Jones opinion found that it would have intrusive than a typical search. Moreover, the sniff discloses only the presence or absence of narcotics, a contraband item. . . . In these respects, the canine sniff is sui generis."). But see Florida v. Jardines, No. 11-564, 2013 WL 1196577 (U.S. Mar. 26, 2013) (holding that a canine sniff at the front door of a home constituted a "search" and distinguishing Caballes in part based on Kyllo). 78. Sklansky, supra note 76, at 147 ("Kyllo treats the home as a special place for Fourth Amendment purposes-hardly a novel proposition for the Supreme Court, but one that throws into doubt not only the reasoning of Katz, as it usually has been understood, but also the narrow holding of the case, that electronic surveillance of telephone conversations constitutes a 'search. ' been a clear violation of common law principles to obtain information from an individual's automobile-indisputably his personal "effects" as enumerated in the Fourth Amendment-by means of trespassing upon it.
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Justice Scalia conceded that the Katz test was still necessary to deal with investigations not involving physical trespass upon enumerated protected categories, but insisted that the additional Jones test was necessary "at a minimum" to preserve the same scope of rights originally guaranteed by the Amendment. 86 Similar to Kyllo, the four-Justice concurring-in-thejudgment opinion in Jones, written by Justice Alito, rejected an originalist approach to advanced-technology cases and insisted that Katz was the appropriate test.
87 That opinion also took issue with Justice Scalia's originalist analysis on the merits and included one of the most amusing footnotes in recent Fourth Amendment case law.
88
Although Justice Scalia's originalist opinions in Kyllo and Jones stand as outliers in the broad span of Fourth Amendment "search" definition cases, the analysis in Jones probably does save Kyllo from being relegated to the status of a decisional fluke. Ultimately, their importance may not be in the originalist methodology as such-particularly as the Court continues to deal with the impact of emerging technologies, the likes of which could not have been contemplated in the era of the Founding-but rather in serving as a reminder that the core principles of the Fourth Amendment should continue to be enforced even as society, technology, and legal principles evolve.
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C. . . . But Justice Scalia Still Has Trouble Holding Votes for His Analysis.
Justice Scalia has been a controversial and polarizing figure for nearly three decades; his views on constitutional interpretation and his opinions in decided cases have been praised, criticized, and evaluated in a wide range of areas of constitutional law. This has certainly been true in criminal procedure, where Justice Scalia has a particularly interesting track record.
In some doctrinal areas, Justice Scalia has been stuck in the mode of perpetual dissenter-or at least perpetual critic-when he has been unable to persuade a majority of the Court to his viewpoint. For example, Justice Scalia has been sharply critical of the several doctrines often referred to as "prophylactic rules" subordinate to the Self-Incrimination Clause. Most famously, he supported the call for overruling Miranda in the years leading up to Dickerson v. United States, often in agreement with two or three of his colleagues. 90 When Dickerson was decided, however, only Justice Thomas joined him in dissent 91 -and Chief Justice Rehnquist not only defected from their longtime mutual criticisms of Miranda, but actually wrote the opinion reaffirming the warning-waiver framework. 92 Similarly over Justice Scalia's strident objections, 93 the Court has continued to reaffirm the Griffin doctrine, which prohibits an adverse inference at trial from the defendant's exercise of his Self-Incrimination Clause privilege not to testify. 94 While his critiques were not without merit, 95 the other Justices have shown little willingness to join his perspective.
In several significant areas of criminal procedure though, Justice Scalia has, in recent years, successfully transformed dissenting arguments into controlling doctrinal holdings for the Court. In the constitutional law of sentencing, Justice Scalia led the charge to use the Sixth Amendment right to jury trial as the doctrinal basis to impose restrictions on the impact of judicial fact-finding in the sentencing hearing. 96 What began in his dissents in cases involving the application of enhanced statutory maximum sentences ultimately became the Apprendi rule, which led to the invalidation of the mandatory effect of the Federal Sentencing Guidelines in Booker and the return of significant judicial discretion at sentencing. 97 Under the Confrontation Clause, Justice Scalia also leveraged previous dissents 98 into his majority opinion in Crawford v. Washington, which reinvigorated the constitutional constraints on the admissibility of hearsay evidence at criminal trials. 99 In later cases, the Crawford rule invalidated longstanding procedures such as the admission of lab reports without appearances by the scientists who conducted the tests. 100 And in Fourth Amendment jurisprudence, Justice Scalia's earlier criticisms of flaws in the rule authorizing warrantless searches incident to a lawful arrest played a significant role in the Court's opinion in Gant, which dramatically reduced the scope of authorized search authority. 101 In adopting Justice Scalia's analysis in each of these instances, the Court either overtly overruled precedent or significantly repudiated prior understanding.
102
Yet as the case law in these areas has further developed, Justice Scalia often has witnessed the Court stray from his vision of the appropriate reach of the new doctrines. 102. See Gant, 556 U.S. at 348 n.9 ("Justice Alito's dissenting opinion also accuses us of 'overrul[ing]' Belton and Thornton . . . 'even though respondent Gant has not asked us to do so.' Contrary to that claim, the narrow reading of Belton we adopt today is precisely the result Gant has urged." (alteration in original) (citations omitted)); Crawford, 541 U.S. at 69 (Rehnquist, C.J., concurring in the judgment) ("I dissent from the Court's decision to overrule Ohio v. Roberts."); Apprendi v. New Jersey, 530 U.S. 466, 487 n.13 (2000) ("The principal dissent accuses us of today 'overruling McMillan. ' We do not overrule McMillan. We limit its holding to cases that do not involve the imposition of a sentence more severe than the statutory maximum . . . ." (citation omitted)).
103. See Apprendi, 530 U.S. at 468. The majority opinion in Apprendi was written by Justice Stevens and joined by Justices Ginsburg, Scalia, Souter, and Thomas. Id. guidelines in Booker-but only three others agreed with his approach to the appropriate remedy as a matter of statutory interpretation on the issue of severability. 104 In later cases, Justice Scalia continued to urge a view of the Sixth Amendment constraints on fact-finding at sentencing that no longer holds a majority. 105 The same occurred under the Confrontation Clause, where the Court's interpretation of Crawford diverged from Justice Scalia's understanding to the point that, in Michigan v. Bryant, he found himself dissenting about the application of a doctrine he created. 106 Although it is too soon to know the future course of the Gant rule and related doctrines involving searches incident to arrest, Justice Scalia's concurring opinion in Gant does not bode well for his control of the doctrine's shape. 107 In large part, this inability to hold votes for his analysis may flow from Justice Scalia's consistent refusal to clearly define the doctrinal tests he intends to adopt, instead relying on generalities. In the Apprendi line of cases, for example, the Court declared that the Sixth Amendment requires the jury to perform the fact-finding which produces or increases the "statutory maximum" sentence to which the defendant is exposed.
108 While this principle was easy to apply to multi-tiered penalty provisions, its 109 By not clearly defining what he meant by "statutory maximum"-or perhaps a principle even broader than that-Justice Scalia could not maintain the solidity of the doctrine he had meant to create. Similarly, Justice Scalia's opinion for the Court in Crawford was notoriously bold in refusing to actually define which forms of hearsay count as "testimonial" for purposes of Crawford's revived prohibition.
110 Given that, it is hardly surprising that the majority in Bryant interpreted that concept differently than Justice Scalia himself. 111 The Gant opinion, too, included a turn of phrase which has provoked much consternation for its lack of clarity.
112 Thus, although Justice Scalia wrote the opinion of the Court in Jones, and the new trespassory investigative intrusion test gained the support of a majority, it seems likely that the future analytical framework for these sorts of Fourth Amendment cases will continue to be the traditional Katz test. Unless the Jones opinion fares better than his other analytical views in criminal procedure, the perspectives of the concurring opinions of Justices Sotomayor and Alito probably are poised to become more influential in the long term.
D. The Court Still Recognizes the Disturbing Implications of Technology.
The technology of the digital age allows us to do things that, just a decade or two ago, seemed to be the stuff of science fiction-instantaneous global text communication, real-time video conferencing by satellite phone to even the remotest locations on the planet, hand-held smartphones with high-speed Internet access, and social networking that facilitates business and friendship among people all around the world who might never meet in person. At the same time, this technology comes at the cost of increasingly reduced privacy; it is more difficult than ever to keep the details of one's life "off the grid," especially when our daily activities so often leave an online footprint of website visits, e-commerce purchases, public social networking posts, and interpersonal communications. And just as this lessened privacy leaves us vulnerable to malicious private parties and their frauds, thefts, or even stalking, it also enables government agencies and law enforcement authorities to monitor a suspect's activities-and potentially everyone's activities at all times-with an ease of effort and minimal expense that was literally impossible even just a few years ago.
Although This concern has persisted into contemporary cases such as Kyllo, the famous thermal imager case. 121 In his majority opinion in Kyllo, Justice Scalia addressed the problem by determining, consistent with prior cases, 122 that police should be held to the same standard as ordinary members of the public at large-if the device used in police surveillance was technology in general public use, then a Fourth Amendment search has not occurred.
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Just as binoculars or a ladder have been used for decades as parts of police investigations, new technologies which become part of everyday life in society equally enhance or diminish everyone's personal privacy, and therefore do not trigger Fourth Amendment restrictions.
Each of the three opinions in Jones noted the potentially disturbing implications of advanced technology for reducing privacy. Justice Scalia's opinion for the Court in part justified the new Jones addition to the definition of a Fourth Amendment "search" by emphasizing the necessity of ensuring that a lessening of society's reasonable expectations of privacy against certain forms of technology does not "eliminate[] rights that previously existed" with respect to trespassory investigative intrusions upon an enumerated protected category.
124 Justice Sotomayor's concurring opinion described some of the investigative capabilities of contemporary technology and argued that failure to adapt existing doctrines to these new realities would leave them "ill suited to the digital age."
125 And Justice Alito's opinion also emphasized the challenge that new technologies pose to both empirical underlying social norms of privacy and the normative Katz reasonable expectation of privacy test, particularly the extent to which inexpensive computer technology has made it possible and practical to 130 These doctrinal challenges are especially difficult because technological and social changes are themselves progressing so quickly. Nevertheless, acknowledging that the hard questions are hard is an important step in trying to frame a doctrinal solution.
E. The Court Still Values Judicial Oversight (and Maybe Even Warrants).
Constitutional theory is replete with debates over the appropriate scope of judicial review in interpreting and enforcing the Constitution. 131 Even apart from academic discourse, the public sphere frequently sees accusations of "judicial activism" leveled at judicial decisions with which a politician or commentator disagrees. 132 Criminal procedure decisions are certainly no stranger to such discussions, especially regarding the Yet criminal procedure is also quite different from most other areas of constitutional law in one important respect: by its very nature, criminal procedure questions are litigated when the Government is the plaintiffcoming into court to pursue the criminal conviction of a suspect-rather than the defendant trying to ward off a constitutional challenge to a statute, regulation, or other government action by an aggrieved citizen plaintiff. It is therefore much more natural for courts, including the United States Supreme Court, to view the Constitution as a shield-protecting the individual from the strong arm of the Government-when the Government is actively trying to wield its power against the criminal defendant. In that way, the Fourth Amendment has more similarity to, for example, the Takings Clause interposed in an eminent domain action or a First Amendment prior-restraint objection to the Government seeking an injunction to censor speech before it can be published or broadcast 134 than to a plaintiff seeking to enjoin enforcement of a statute under, for example, separation of powers principles or the Establishment Clause. 135 Consequently, the Court often appears willing to be more aggressive in enforcing the Fourth Amendment rights of criminal defendants-even at the cost of the exclusionary rule-compared to a much more deferential posture under, for example, the Commerce Clause. The point of the Fourth Amendment, which often is not grasped by zealous officers, is not that it denies law enforcement the support of the usual inferences which reasonable men draw from evidence. Its protection consists in requiring that those inferences be drawn by a neutral and detached magistrate instead of being judged by the officer engaged in the often competitive enterprise of ferreting out crime. Any assumption that evidence sufficient to support a magistrate's disinterested determination to issue a search warrant will justify the officers in making a search without a warrant would reduce the Amendment to a nullity and leave the people's homes secure only in the discretion of police officers. Crime, even in the privacy of one's own quarters, is, of course, of grave concern to society, and the law allows such crime to be reached on proper showing. The right of officers to thrust themselves into a home is also a grave concern, not only to the individual but to a society which chooses to dwell in reasonable security and freedom from surveillance. When the right of privacy must reasonably yield to the right of search is, as a rule, to be decided by a judicial officer, not by a policeman or government enforcement agent. development of contemporary judicial case law nor the inexorable march of technology available to law enforcement should be permitted to abrogate the protections originally afforded to the people by the Fourth Amendment at the time of its adoption. 140 And while Justice Alito's concurring-in-thejudgment opinion for four Justices called upon the legislative branch to enact statutory rules governing the using of GPS surveillance devices, just as Congress did for wiretapping technology a generation earlier, his opinion also emphasized that the Court must not shrink from its duty to enforce Fourth Amendment rights. 141 As the Court confronts more complicated cases in the future-both in terms of the sophistication of the technology involved and the conceptual difficulty of framing and applying doctrinal tests-it is reassuring to see that the Court remains grounded in this important principle of Fourth Amendment law.
Finally, although the so-called "warrant requirement" sometimes seems to have more exceptions than controlling effect, 142 Jones also contained a reminder of the principle's continuing significance under the Fourth Amendment. As noted above, the Jones case only came before the Court because the GPS surveillance had not been conducted pursuant to a valid warrant. 143 Had the police used a warrant, there would have been no Fourth Amendment controversy to litigate. And while Justice Alito conceded that the Katz analysis in his concurring opinion did not provide police with a bright line rule about when GPS surveillance is a Fourth Amendment "search" and when it is not, he concluded his opinion by emphasizing the default rule-when in doubt, get a warrant.
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The foundational guidance of Johnson v. United States apparently has some legs to it after all. Although the recognized exceptions to the warrant requirement often delegate to police the decision of whether to search or seize in the first instance, subject to post-hoc judicial review in a motion to suppress, getting judicial preclearance in advance with a warrant is still the safer bet for police. 145 And this is particularly true in areas of doctrinal uncertainty. Jones, then, reaffirmed the best practice for law enforcement to follow-when in doubt, ask a judge.
IV. The Questions
While the Jones decision provided some interesting answers, it also left several significant questions open for the future. On one level, of course, the Court understandably was reluctant to wade into difficult issues when a simpler, more concise analysis could resolve the case. The Court has a long tradition of avoiding advisory opinions and a recent practice of often writing minimalist opinions tailored to the facts before it, and it generally avoids expansive dicta in controlling opinions. 146 On the other hand, by punting so many important principles to subsequent cases, the Court gave very little guidance to lower courts or law enforcement about what kind of analytical approach to use when confronting the Fourth Amendment implications of high-tech investigations. The three biggest questions left open by Jones all relate to how technological advances continue to change both society and the law.
A. When Do Mosaics, Data Mining, and Other Forms of Technological Information Aggregation Constitute "Searches"?
Perhaps the greatest conceptual challenge presented by Jones arose from the clash between two competing visions of how to describe the product of the Government's month-long GPS surveillance. Each perspective was highly persuasive in its own right, making the Court's task all the more difficult.
On one hand, both common sense and the Court's precedent in Knotts and Karo validated the proposition that a person's openly visible movements on public roads are not "private" in either the colloquial or legal sense. 147 Even elementary school students learning the basics of multiplication know that a million times zero is still zero-so if each particular act of public travel is not private, neither is an accumulation of those acts. Under this view, it should make no doctrinal difference whether the police were manually tracking an emitted radio signal in Knotts or sitting at a computer checking a GPS data log in Jones. In either situation, the information being examined was the suspect's public movement, and therefore it should not have any Fourth Amendment privacy protection.
On the other hand, common sense and the foundational values of American history and political philosophy also validated the proposition that there is a significant normative difference between the Government's observation of isolated individual acts, like a police officer pulling over a speeding driver caught red-handed, and an Orwellian "Big Brother" environment in which the Government constantly watches everyone all the time. 148 In 2012, every American over the age of forty grew up during the Cold War 149 and intuitively understood that there is a very meaningful distinction between the way American law enforcement officers are supposed to build a criminal case and the way the Soviet-era KGB gathered and maintained extensive dossiers on millions of people. It is no coincidence that such totalitarian regimes often are called "police states" because of their pervasive monitoring of their citizens-and everyone is familiar with the cliché that a whole can be greater than the sum of its parts.
Under this perspective, then, there is an important distinction between Knotts and Jones. 150 In Knotts, the police used technology to reduce their error rate in real time, simply to make it less likely that the suspect would 147 slip pursuit while they were actually in the process of physically tracking him.
151 By contrast, the police in Jones built a month-long dossier of all of the suspect's movements without any need for active participation by any human being during the surveillance. 152 In the scholarly literature, this view-that the aggregation of information might be covered by a reasonable expectation of privacy even though each particular discrete bit of data on its own would not-became known as the "mosaic theory" of Fourth Amendment protection. 153 Both of these perspectives found support in the academic commentary on the Jones case specifically, as well as in broader analyses of Fourth Amendment issues, the briefing in Jones, and the Justices' questions from the bench at oral argument. 154 Professor Orin Kerr, for example, is a prominent critic of the mosaic theory and argued that the Government should win Jones because its surveillance only recorded public movements.
155 Professor Wayne Logan, by contrast, has written in support of mosaic theory and urged its expansion to other forms of pervasive government monitoring, as well. 156 Needless to say, there are good arguments on both sides. It is not surprising, then, that the Court found a way to decide Jones without treading deeply into the intellectual thicket created by these contrasting perspectives. Justice Scalia's opinion for the Court relegated the problem to two paragraphs at the end of the opinion, noting that there was no reason to reach those questions because the new trespassory investigative intrusion test dispensed with the case cleanly.
157 Justice
Sotomayor's opinion also allotted only a few paragraphs to the issue, expressing in dicta sentiments basically in accord with the mosaic theory.
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She noted the ominous implications and chilling effects of permitting the Government to build dossiers on countless Americans, especially without judicial oversight. 159 Justice Alito's opinion devoted the most space to discussing how the Katz reasonable expectation of privacy test should be applied to these sorts of situations. 160 In particular, Justice Alito emphasized that the GPS technology had essentially overridden the traditional practical limits on the scope of law enforcement investigations, making it possible to conduct extensive monitoring at minimal cost in dollars and manpower. 161 And like Justice Sotomayor, he agreed that Americans do not ordinarily expect the police to engage in extensive dossier-building except in unusually important investigations. 162 Yet Justice Alito declined to provide specific guidance on where to draw the line between a permissible ordinary investigation and an impermissible mosaic investigation, whether in terms of its duration, its breadth or depth of scope, or the seriousness of the crime. 163 Thus, although at least five Justices expressly gave their imprimatur to at least some version of the mosaic theory, 164 the Jones opinions gave very little guidance to lawyers, lower court judges, or law enforcement about the actual functional boundaries of this Fourth Amendment principle.
Some amount of basic information-gathering is readily anticipated and accepted in American society, and conducting it consequently does not constitute a "search" for Fourth Amendment purposes. 165 On the other hand, at some point the sheer quantity of information gathered and 164. Three Justices-Chief Justice Roberts and Justices Kennedy and Thomas-joined Justice Scalia's opinion for the court without separately explaining their views, but they also did not join Justice Sotomayor's concurring opinion. See id. at 948 (majority opinion); id. at 954 (Sotomayor, J., concurring). Without additional explanation from these Justices, it is impossible to determine whether they do not support mosaic theory, or instead they simply chose not to opine on broader issues than necessary to decide the Jones case, as Justice Sotomayor did. See id. at 957 (Sotomayor, J., concurring).
165. See supra Part II.
analyzed-especially if the investigative process is automated electronically-may pass beyond accepted social norms to create a reasonable expectation that such a "search" will not occur except in compliance with the requirement of the Fourth Amendment. 166 Going forward, then, there is much left for the Court to address and resolve in future cases. One aspect of the Court's analysis will involve fitting in Jones and mosaic theory to the broader lines of precedent defining what constitutes a Fourth Amendment "search."
The line of precedent most closely related to Jones finds its root in the Katz decision itself, where the Court declared that information which a person "knowingly exposes to the public" is not shielded from discovery by the Fourth Amendment. 167 Although the Court ruled that the contents of Katz's phone call were "searched" when the police used a listening device to snoop on his half of the conversation, Katz indisputably would have had no valid claim that the Government had "searched" him simply by observing his presence inside a glass-enclosed phone booth on a public street at the time he made the call. 168 In both Knotts and Karo, the Court held that the movements of vehicles on public roads were knowingly exposed to the public in the same way. 169 In other cases, the Court applied this principle to conclude that, among others, open fields and curbside trash qualified as information exposed to the public and, therefore, the police had not conducted a Fourth Amendment "search" by inspecting them. 170 In these cases, the information was exposed to the public at large-that is, everyone who happened to be at the relevant location would have been able to see the same things the police officer saw. Both the mosaic theory and the opinions in Jones recognize that a relatively small number of discrete observations of these kinds of publicly disclosed information are clearly permissible without triggering any Fourth Amendment scrutiny; the question remains where to draw the line determining how much is too much. Importantly, an interesting nuance has lingered throughout this line of cases regarding the nature of the public accessibility to the information necessary to deem it to have been exposed to the public. In earlier decisions, the Court framed the question in terms of whether the information was hypothetically accessible to members of the public. For example, the Court used this reasoning to justify its conclusion that Oliver's "open fields" (even when enclosed by a fence and guarded by a posted "No Trespassing" sign) and Greenwood's curbside trash were exposed to the public. 171 In later cases, however, the Court reframed the question as whether the information was ordinarily accessible to the public in the regular course of everyday life. For example, in Riley, a 1989 case involving a helicopter flyover of a residential back yard, five Justices concluded that the proper analysis was not whether a flyover was possible (which it clearly was), but rather the frequency with which flyovers actually occurred (which was not established in the record).
172 By the time of Bond, a 2000 case involving an officer's hand-squeezing of a commercial bus passenger's duffel bag, a seven-Justice majority held that the officer's action constituted a "search" because, while incidental contact with luggage was to be expected, such a direct investigatory manipulation of the duffel bag was not within the ordinary course of public interactions. did not frame the reasonable expectation of privacy analysis in these terms or cite these cases, but his reasoning was entirely consistent with them. magnitude for crimes of great seriousness, social norms and the Court's interpretation of the Fourth Amendment previously were grounded in reliance on constraints of budget and manpower to limit how aggressive the police could be in their efforts to solve more mundane crimes. 179 If such resource constraints are no longer present, Justice Alito acknowledged, then the Court may need to adapt its doctrinal principles to this new reality. 180 Thus, the Court in Jones appeared to indicate that it now will take seriously the distinction offered by the mosaic theory-that the discovery of basic information routinely revealed to the public at large lacks constitutional significance, but the building of an extensive dossier far beyond the scope of what other members of the public would ordinarily acquire about each other is a "search" governed by the Fourth Amendment.
181 While a bright-line rule is not readily apparent from Jones, cases like Riley and Bond provide further support for the development of a doctrinal standard centered on consideration of how the public reasonably expects ordinary police investigations to proceed.
But the problem of technological information aggregation extends beyond just the information that everyone exposes to everyone else in the course of daily life-it also encompasses information shared selectively with only certain other persons or entities. Such information runs the gamut from online transactions with Internet vendors like Amazon.com or credit card purchases of gasoline at the local filling station to word searches entered into Google's search engine or websites visited through Internet access from a service provider. This information is not exposed to the public at large in any meaningful sense, but it is also by definition not entirely private precisely because it has been shared with another.
Under the "third-party doctrine" line of cases, no Katz reasonable expectation of privacy exists for this information, and therefore no Fourth Amendment "search" occurs when the police obtain the information from the other party to the information exchange. 182 In Miller, for example, the Court held that neither probable cause nor a warrant was required to obtain records of the defendant's account transactions from his bank, notwithstanding the business confidentiality of such records, because the defendant by necessity revealed those transactions to the bank when they were processed through his accounts. 183 the Court held that no "search" occurred when the police obtained, with the phone company's assistance, the pen register data of the outgoing phone numbers dialed from the defendant's home phone, which the police then used as evidence to support the finding of probable cause for the search warrant that was ultimately executed at the defendant's home. 184 In recent years, the lower courts have applied this same rationale to, among other situations, addressing information on emails, IP addresses visited on the Internet, and purchases made with credit and debit cards.
185
Just as with information exposed to the public at large, the use of information disclosed to third parties presents a particularly challenging problem when it is aggregated and then thoroughly analyzed-a practice often referred to as "data mining." 186 The practice of data mining is controversial enough when private companies engage in the practice with their own proprietary information data banks gathered from customers, account holders, or other service users, as companies like Google and Target have learned to their chagrin. 187 But under the third-party doctrine, all of this information is unprotected by the Fourth Amendment and the police can acquire the data and mine it without any individualized suspicion or any need to seek a warrant beforehand. 188. The raw data itself would be unprotected by the Fourth Amendment due to the thirdparty doctrine. See Miller, 425 U.S. at 443. Were the police to seek already-mined data from a company, the request might run up against legal principles such as trade secret law, patent law, or other legal shields for proprietary technology like data-mining algorithms. Such obstacles might be overcome with a protective order or similar procedure, or by requesting access only to the outputs of the proprietary data-mining rather than the processes themselves. In any event, due to the third-party doctrine, there would be no Fourth Amendment protection against law enforcement's acquisition of proprietary data-mining analysis of information gathered about suspects by third parties. Those suspects also Consequently, the information deemed unprotected by the Fourth Amendment due to the third-party doctrine presents the same conceptual issues in addressing technological aggregation and analysis as information knowingly exposed to the public at large. In the latter, the police can gather the information themselves; in the former, they obtain it from the third party. In both situations, the Court must determine the point at which the sheer quantity of information becomes so great-or the prospect of highly specific data-mined analysis becomes so disturbing-that the protections of the Fourth Amendment will be triggered.
As noted above, it seems unlikely that the Court will be able to adopt a specific, bright-line rule to resolve the balance between permissible routine investigation and impermissible Orwellian dossier-building. This is particularly true because different technologies function in different ways, and they cannot all be governed by the same bright-line rule. For example, even if the Court were to declare that GPS surveillance for more than two weeks constitutes a "search" no matter the surrounding circumstances, such a rule would have no utility in addressing aggregation of public movements from data gathered by red-light cameras, business security cameras, or toll road E-ZPass devices. Likewise, a bright-line rule requiring the police to obtain a warrant before examining more than two weeks' worth of IP addresses visited from a computer would have no utility in addressing more intermittent Amazon.com purchases or more frequent text messaging delivery information.
Whether the information is gathered by police observation or from third parties, Jones leaves unresolved the doctrinal solution for this exceedingly complex balance. Some amount of data-gathering or data mining is tolerable, but too much is intolerable. While a totality of the circumstances standard would not be at all unusual among the Court's Fourth Amendment doctrines, 189 it also would not provide very much guidance to the lower courts or law enforcement about when the line between constitutionality and unconstitutionality has been crossed. Yet, such a multi-factor balancing test may be the best the Court can do-and it would certainly be better, from a civil liberties perspective, than having no doctrinal limit at all. presumably would lack Fourth Amendment standing to object even to a brazenly unconstitutional search of the third party's data. 
B. Will Technological Change Lead the Court to Alter the Third-Party Doctrine and Adopt a Broader Definition of "Searches"?
Even apart from the doctrinal challenges posed by information aggregation and data mining generally, the third-party doctrine itself may become a candidate for doctrinal revision in the face of the rapid technological change of the digital and Internet age. 190 Although Justice Sotomayor's concurrence was the only opinion in Jones to expressly raise this possibility, and no other Justice openly signed on to her generalized suggestions relating to an issue not presented on the facts of the case, 191 her brief discussion of the doctrine nevertheless indicated the potential breadth of the Court's impending conceptual struggles.
192
As society becomes increasingly interconnected online, far more information than ever before is being shared with others, whether socially or commercially. Some of this information, of course, is exposed to the world at large, such as a public blog, an unprotected Twitter account's tweets, or the viewable-by-everyone portions of a Facebook page. Much of it, though, is clearly "non-public," such as purchases from Internet retailers or subscriptions to pay-for-access websites. When information is willingly shared with another party, the act of sharing often carries with it the expectation that the information will not be further shared with anyone else, at least without the information-giver's permission, either at the time the information is given or later on. With or without a contractual or terms-ofservice promise of confidentiality, this kind of non-public information sharing quite easily fits within the colloquial word usage that someone was told something "in private" in the sense that he was expected to keep it "just between us." Under the third-party doctrine, however, all of this "non-public" information is completely unprotected by the Fourth Amendment. Yet as Justice Sotomayor suggested, it is hard to believe that societal norms actually contemplate that all of this information is fair game for the police to investigate and gather with impunity-without the requirement of any individualized suspicion at all, much less probable cause or a warrantsimply because it was shared with someone else "in private" in that colloquial sense. 193 Importantly, how to characterize the Fourth Amendment implications of information sharing in the digital age will be a normative judgment by the Court, not simply an empirical assessment of the practical treatment of information in daily life. Since the origins of the reasonable expectation of privacy test in the Katz decision itself, the Court has emphasized this distinction. 194 Of course, this does not mean that the actual views and behaviors of the American people are irrelevant to the consideration of the scope of legal protections; the more definitive the public's perception of information as "public knowledge" or "nobody's business," the more likely it is the Court will conform the normative Fourth Amendment significance of law enforcement's attempt to gain access to that information to those societal views. On the other hand, Justices have worried since the early years of Katz that society's changing views on privacy might lead to the reduction of the scope of Fourth Amendment rights-particularly if the Government's own behavior affects the public's perceptions. 195 Interestingly, Americans have become accustomed to watching television police procedurals in which detectives routinely "pull the LUDs" on a suspect very early in the investigation, obtaining a comprehensive list of phone calls without first getting a warrant. 196 Thus, for example, the fact that in recent years the police have been obtaining-without warrants or probable cause-the cooperation of Internet service providers to pull the business records of IP addresses visited or files downloaded by a customer, 197 and that there has not yet been a backlash of court decisions granting motions to suppress the fruits of such cooperation nor a massive public outcry against such police activity, does not resolve the normative question. The lack of successful court challenges to date is consistent with the reasoning of Miller and Smith, 198 but lower court rulings have not somehow definitively entrenched this police investigative technique as a constitutionally permissible tactic that is not a "search" for Fourth Amendment purposes. Rather, it only means that the lower courts have not moved aggressively to redefine the third-party doctrine prior to indications from the Court to move in that direction. Likewise, the public at large very well may not be aware enough of the extent of the use of such tactics-or even of their existence-to realize that such use may already have risen to a problematic level. 199 The Court must approach the thirdparty doctrine from a normative perspective, asking whether individuals have a reasonable expectation of privacy in this particular kind of interaction with this specific kind of third party sufficient to trigger the requirements of the Fourth Amendment. As Justice Sotomayor suggested, it is possible that the dramatic increase in "non-public" information sharing in the Internet era will lead the Court to reconsider the third-party doctrine and hold that the mere revelation of information to a third party does not completely abrogate any Fourth Amendment protection against law enforcement investigations. 200 Similarly, the Court need not view the doctrinal fate of the third-party doctrine as a binary, all-or-nothing choice. Police acquisition of "nonpublic" information given to a third party could be found to never constitute a "search," or always constitute a "search," or something in between. The current doctrinal test, grounded in Smith and Miller, has been applied as a bright-line rule to defeat the existence of any reasonable expectation of privacy in any information shared with others. 201 One alternative, obviously, is the opposite bright-line rule-abolishing the third-party doctrine entirely, such that information shared with a third party (or some small number of third parties) is treated as fully private for constitutional purposes unless and until it is exposed to the public at large (or some defined large number of people). 202 But there is no conceptual principle that would preclude an alternative version of the third-party doctrine which operates as a legal standard, rather than a rule, giving the doctrine nuance rather than definitiveness.
For example, just as information aggregation and data mining raise concerns on their own merits, the definition of the third-party doctrine could itself be revised to incorporate a similar principle. Under Katz, whether a "search" occurred is determined by evaluating whether the particular police investigative activity used violated society's reasonable expectation of privacy. 279-80 (1978) (holding that exclusionary rule did not bar trial testimony of witness whose identity was discovered as fruit of an unconstitutional search because witness's own volitional choice to testify broke causal connection between unconstitutional search and witness's trial testimony); Michigan v. Tucker, 417 U.S. 433, 452 (1974) (holding that exclusionary rule did not bar trial testimony of witness whose identity was discovered from defendant's confession obtained in violation of Miranda doctrine because additional deterrence from excluding it was outweighed by value of permitting use of reliable evidence). Thus, eliminating the thirdparty doctrine would not prohibit third parties, whether individuals or companies, from choosing to provide relevant evidence to law enforcement; on the other hand, doing so would allow the defendant to suppress the information if it was obtained without the cooperation of the third party, such as by compelling the monitoring of a smartphone's location over the objection of the phone carrier. In other words, eliminating the third-party doctrine would restore the defendant's Fourth Amendment standing to contest such an action by the police because the defendant now would have a reasonable expectation of privacy in the information held in the third party's hands as against its acquisition by the policeunless and until the police obtained the volitional cooperation of that party under the false friend doctrine.
203. Katz v. United States, 389 U.S. 347, 351-52 (1967).
empirical argument could be made that the average person might reasonably expect that a small quantity of information about him might "leak" to the police from the third parties with whom he deals in his daily life, while simultaneously not reasonably expecting massive "data dumps" of information to be given to law enforcement. Framed another way, it might be viewed as one thing for the police to request the current location of a specific smartphone, the timestamp of the most recent email sent from one particular account to another specified account, or the duration of a single call known to have been placed from one phone number to another, and viewed as another thing entirely for the police to request an itemized log of every recorded location of a smartphone for a month in fifteensecond intervals, or a comprehensive list of the addressing information of every email sent and received by an account, or a full log of every phone call made from a phone number and their durations. The doctrine easily could be constructed so that the former request is not a "search" but the latter request is. Finally, the potential ramifications of the extant version of the third-party doctrine in the Internet age could even lead the Court to reframe-or at least rephrase-the Katz test itself. In her concurring opinion in Jones, Justice Sotomayor noted that "societal expectations . . . can attain constitutionally protected status only if our Fourth Amendment jurisprudence ceases to treat secrecy as a prerequisite for privacy."
204 But perhaps a reasonable expectation of "privacy" is not even the right choice of words. Are the relevant categories "public information" (a blog), "nonpublic information" (bank transactions), and "secret information" (a diary)? Or is the true distinction between information the police should be able to get just because they want it and information the police should need a warrant to get? In an interconnected, online society, this latter distinction may be very salient-while not lining up with traditional modes of thinking about information. Thus, rather than asking, as a Katz analysis does, whether a person has a reasonable expectation of privacy, the Court could reframe the test in overtly normative terms-asking whether individuals have a reasonable expectation that this particular kind of interaction with this specific kind of third party is something the police should be allowed to investigate with impunity, or instead that the requirements of the Fourth Amendment should be triggered before the investigation can proceed.
kind and quantity of information acquired often may matter far more than how the information was acquired. Someone whose emails or SMS text messages were published for all to read on the Internet, or whose intimate photos or video chats were seen by unintended persons, may suffer comparable emotional anguish whether the exposure was carried out through a friend's betrayal or by an unknown computer hacker. Likewise, a person whose money is stolen through theft of a password or a bank account personal identification number may endure the same financial hardships regardless of whether the fraud was committed by a friend, relative, or total stranger. In time, social norms may come to view interactions with police in much the same way. The affront felt toward the inappropriateness of a law enforcement investigation may follow not so much from how the police learned what they know, but what they know and how much they know. A blatant hacking of a smartphone may be seen as minor if only a trivial amount of insignificant information is acquired, while building a detailed dossier of thousands of pieces of aggregated data may be seen as deeply troubling even though the discrete data itself was gathered by rather innocuous and unobtrusive methods.
Thus, perhaps the Internet age will lead society-and the Court-to perceive that a person has been "searched" for Fourth Amendment purposes because of the kind and extent of information that the government has learned about him, rather than the particular investigative techniques and tactics used to acquire the information. Interestingly, the seeds of such a doctrinal shift may already have been sown in the concurring opinions in Jones. Although Justice Sotomayor joined Justice Scalia's trespassory intrusion analysis for purposes of resolving the case narrowly, she noted that non-trespassory, non-intrusive methods already exist to accomplish exactly the same surveillance performed by the trespassory GPS device in the actual case. 208 Justice Alito also recognized the implications of such technologies, but he rejected the trespassory intrusion analysis in part because the real danger posed by the police investigation was not the attachment of the GPS device to the vehicle, but rather the month-long monitoring of all of the suspect's public movements. the perspective of today's entrenched Katz test, though, it is hard to even imagine the contours of such a reinvented Fourth Amendment.
V. Conclusion
By limiting its decision in Jones to a concise application of a narrow doctrinal test, the Court punted the most conceptually important-and conceptually difficult-Fourth Amendment questions implicated by law enforcement surveillance and information gathering in the digital age. Going forward, the Court inevitably will be confronted with future cases presenting all manner of challenges to electronic and Internet investigations, and the Justices may very well find it necessary to make significant modifications to Fourth Amendment doctrines to take account of an increasingly interconnected technological society. Nevertheless, until those cases come before the Court, it is important not to lose sight of the answers the Court did provide in Jones, both for resolving cases in the lower courts in the meantime and for considering how the Justices might approach these later cases when the day arrives. On first blush, the narrowness of Jones may seem to make it an insignificant way station on the road to more definitive rulings-but it turns out there may be more to Jones after all.
